





Template generative AI policy

Many organisations are incorporating AI into their business activities. Having a generative AI policy will ensure employees understand the rules and procedures for the ethical and responsible use of generative AI in the workplace. It will also allow employers to set out a list of approved generative AI tools as well as those that cannot be used for work purposes.

We have created a generative AI policy template that you can download and adapt to suit your company’s needs.
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How to use this template 
[bookmark: _Hlk155705491]Adapt this template to suit your business’ needs. 
Here are a few things about this template that you need to know: 	
· any [text in yellow highlight] is where you should insert information specific to your business 
· where there are options, for example, [option 1] or [option 2], select the best option for your business - if no options are suitable, insert something to suit your business 
· in the footer of the template, you will find a copyright symbol and rradar’s name - you need to remove this 
· when you are finished adapting this template, delete this cover sheet 


[Insert organisation name]’s generative AI policy

1. Purpose of this policy

[Insert organisation name] recognises that generative artificial intelligence (AI) can be an efficient tool to accelerate the completion of administrative tasks, such as research, document drafting and content creation. However, the use of AI must be carefully managed and in line with [insert organisation name]’s commitments. 

This policy provides a framework for the responsible use of AI within [insert organisation name] to:

· ensure the ethical use of AI 
· prevent the misuse of AI
· ensure compliance with relevant regulation and data protection law
· maintain the integrity, accuracy and professionalism of work
· protect personal data, confidential information and company intellectual property

This policy should be read alongside other policies on [insert details of other relevant policies or documents. For example, data protection policy, confidentiality policy].

Policy approval date: [insert date]

Approved by [insert name]: [insert signature]

Date of next review: [insert date]

2. Scope of the policy

This policy applies to all employees, including those who work part-time or on fixed-term contracts, agency workers and any third parties using AI tools on [insert organisation name]’s behalf.

[Insert if applicable]

This policy applies both to AI tools developed and provided internally and third party AI services.

[Insert in all policies]

3. Roles and responsibilities

[bookmark: _Hlk135399007]At [insert organisation name]:

· senior managers have overall responsibility for this policy
· line managers are responsible for ensuring their team complies with this policy and must report any violations of this policy to [insert name]
· all employees are responsible for following this policy and ensuring their own use of generative AI is in line with this policy
· [insert name] is responsible for reviewing this policy once a year

Please contact [insert name] if you have any questions about this policy. 

4. Definitions

4.1. Artificial intelligence (AI)

AI is an umbrella term for a variety of algorithm-based technologies that have the ability to complete tasks by using functions that previously required human thinking. 

4.2. Generative AI

Generative AI is a type of artificial intelligence that has the ability to learn all types of subject matter to create and design new content. It is the simulation of human intelligence in machines that can be adapted without human involvement. 

Generative AI tools can learn, problem-solve, make decisions and understand languages. It can do this by reusing existing knowledge to solve new problems. Some examples of the type of material generative AI can create include:

· conversations
· documents/spreadsheets 
· code
· images
· videos
· music

4.3. Generative AI chatbot

A generative AI chatbot is a computer program which simulates an online human conversation using generative AI. Publicly available examples are ChatGPT, Google Bard and Bing Chat.

4.4. Large language model (LLM)

LLMs are AI models which learn to predict the next best word or part of a word in a sentence having been trained on enormous quantities of text. Microsoft Copilot and ChatGPT, for example, use the OpenAI Large Language Model to produce content.

4.5. Machine learning (ML)

A branch of AI that uses data and algorithms to imitate the way that humans learn, gradually improving accuracy. Through the use of statistical methods, algorithms are trained to make classifications or predictions, and to uncover key insights in data mining projects.

4.6. Hallucinations

AI hallucinations are when an AI model generates incorrect or misleading results. The results may seem correct, but they will not be factually correct. Due to the way in which generative AI is trained and operates, it is able to produce plausible answers which are inaccurate, and in some cases, entirely made up. As such, you should treat any information created by generative AI with caution and perform your own additional validation checks on any such information prior to using or relying on it.

5. Approved generative AI tools

Employees must only use generative AI tools approved by [insert organisation name]. The following AI tool(s) [is/are] approved by [insert organisation name]:

· [insert details]

If employees wish to use a generative AI tool that is not listed above, they must contact [insert name]. All suggestions will be considered and, if appropriate, added to the list of approved generative AI providers.

[Insert name] is responsible for maintaining the approved list of AI tools.

[Insert if the use of generative AI tools is limited to certain roles]

6. Who may use generative AI for work purposes?

Generative AI should enhance, not replace, employee workload. The following table sets out who may use generative AI tools for work purposes and the type of work it can be used for.

	Role
	Work purpose for which AI may be used
	AI tool(s)
	Authority limits

	[insert role]
	[insert details – for example, research, document drafting, content creation]
	[insert details]
	[insert details]

	[insert role]
	[insert details]
	[insert details]
	[insert details]

	[insert role]
	[insert details]
	[insert details]
	[insert details]

	[insert role]
	[insert details]
	[insert details]
	[insert details]

	[insert role]
	[insert details]
	[insert details]
	[insert details]

	[insert role]
	[insert details]
	[insert details]
	[insert details]



Any unauthorised use of generative AI tools is prohibited. [Insert organisation name] may withdraw permissions to access generative AI tools at any time.

[Insert if applicable]

Any work created by or with the assistance of generative AI must be reviewed and approved by [insert name] before being relied upon internally or sent externally.

[Insert in all policies]

7. Prohibited uses of AI

7.1. Prohibited generative AI tools

The following AI tools are prohibited and must not be used by employees under any circumstances:

· [insert details]

[Insert name] is responsible for maintaining the prohibited list of AI tools.

7.2. Bias and discrimination

Employees must not use generative AI tools in any way that could be considered discriminatory, biased, or could amount to defamation, harassment, intimidation or bullying.

[Insert organisation name] encourages employees to raise any concerns should they identify any issues to [insert name].

Approved AI tools are regularly reviewed to ensure they remain unbiased and free from any type of discrimination.

7.3. Entering personal data and sensitive information into AI tools

The following data must not be entered into any generative AI tools unless it has been approved by [insert organisation name]:

· [insert details – for example, personal data of clients or employees, sensitive business information]

[Insert if applicable] 

7.4. Using AI without verification and human oversight

AI-generated content must not be relied upon without human review to ensure accuracy and compliance with legal and ethical standards. [Insert name] is responsible for approving the use of AI-assisted content.

[Insert in all policies]

7.5. Using AI to create illegal content

Employees must not use generative AI to create illegal content or for illegal purposes.

7.6. Entering offensive prompts or content into AI tools

Employees must not use offensive or abusive language, graphics or imagery when inputting content into generative AI tools. Employees must not attempt to create material that may be offensive or abusive.

7.7. Intellectual property (IP) infringement

AI must not be used in a way that infringes the intellectual property rights of [insert organisation name], another corporate entity or an individual.

Unless authorised to do so, employees must not input the following information into a generative AI tool:

· [insert organisation name]’s trademarks, brands and logos
· [insert organisation name]’s email or other contact details – other than for the purpose of logging into the tool
· [insert organisation name]’s confidential and sensitive information and trade secrets

8. Ethical use of generative AI

[Insert organisation name] is committed to ensuring the safe and responsible use of generative AI tools in the workplace, while respecting confidentiality and third party rights.

Employees are responsible for ensuring that any material generated from the use of AI aligns with [insert organisation name]’s values, ethics and quality standards. 

Employees must not use material produced by generative AI for work purposes that:

· discloses confidential company information without approval from [insert name]
· exposes personal data about any individual without approval from [insert name]
· has the potential to breach intellectual property rights of [insert organisation name] or a third party
· is false or misleading
· is discriminatory, offensive or biased 

Employees must comply with the terms and conditions of the generative AI tool that is used to produce material. Where the terms and conditions contradict [insert organisation name]’s policies, employees should seek advice from [insert name]. 

9. AI Accuracy and transparency

The use of generative AI should preserve and uphold confidence in [insert organisation name].

[Insert organisation name] understands that where generative AI lacks the knowledge to provide information requested, it may still attempt to provide an output which may be inaccurate. This is known as ‘hallucinating’. 

Employees must ensure that any AI-generated material used for work purposes is accurate and factually correct at all times. Failure to do this may result in disciplinary action.

[Insert if applicable]

Where material has been produced by generative AI, employees must include a disclaimer.

[Insert in all policies]

10. Data security and confidentiality

[Insert organisation name] has protections in place to keep its confidential information safe when an employee uses AI tools for work purposes. The following policies, which relate to keeping data secure, should be read and implemented alongside this policy:

· [insert name of policy]
· [insert name of policy]
· [insert name of policy]

The use of AI must comply with data protection laws and confidentiality requirements.

Employees must ensure that AI tools do not process, store, or transmit personal data of [insert details - for example, clients, business contacts] unless they have been approved for secure use.

11. Access credentials 

When using generative AI tools for work purposes, employees must use their company email address to log into the generative AI tool. Personal email addresses must not be used. 

Employees must protect their login credentials and not share access credentials with others or allow others to use generative AI tools on their behalf. 

[Insert if applicable]

Where possible, multi-factor authentication (MFA) for user accounts will be enabled.
   
Accounts will be locked after 10 unsuccessful login attempts. Administrators will be able to activate them again.

[Insert in all policies]

12. Training and awareness

[Insert organisation name] will provide training to support the responsible use of generative AI in line with this policy.

13. Personal use of generative AI

[Option 1]

Employees must not use [insert organisation name]’s systems to access generative AI for personal use at any time.

[Option 2]

Employees may use [insert organisation name]’s systems to access generative AI for personal use, provided use is minimal and outside of working hours. For example, during lunch breaks or before or after work. 

Personal use of generative AI must not interfere with workload and responsibilities, and must be in line with this policy.

14. Monitoring

[Insert organisation name] will monitor the use of generative AI tools to ensure it is being used in accordance with this policy. [Insert name] is responsible for monitoring the use of generative AI tools.

[Insert if applicable]

Regular audits will be conducted to assess AI-related risks and effectiveness in business functions.

[Insert in all policies]

15. Risk management and escalation

In the event that a generative AI tool produces inappropriate or potentially harmful content, employees must cease using the tool immediately and report the issue to [insert name]. Any suspected data breach, security concern or misuse of AI outputs should be escalated through [insert organisation name]’s incident reporting process.

16. Policy non-compliance

Compliance with this policy will be assessed regularly. Failure to comply with this policy may result in disciplinary action, up to and including termination of employment. We will take this action in line with our disciplinary procedure, which can be found in [insert details].
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