	
	
	



	
	
	







Template cyber security checklist
Cyber security is how businesses and people reduce the risk of cyber attacks.
Cyber security consists of:
physical security measures, such as locking computers and other communication devices away when they are not in use
technical security measures, such as passwords and restricted access to devices and systems 
personnel measures including staff instruction, information and training
The types of cyber security you will need depends on your business and the type of information you deal with.
We have created a cyber security checklist template designed to help you decide whether you have appropriate cyber security measures in place. 
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How to use this template 
[bookmark: _Hlk155705491]Adapt this template to suit your business’ needs. 
Here are a few things about this template that you need to know: 	
· any [text in yellow highlight] is where you should insert information specific to your business 
· where there are options, for example, [option 1] or [option 2], select the best option for your business - if no options are suitable, insert something to suit your business 
· in the footer of the template, you will find a copyright symbol and rradar’s name - you need to remove this 
· when you are finished adapting this template, delete this cover sheet 











Cyber security checklist for [insert business name]
Completed by [insert name of person completing the checklist] on [insert date checklist completed]
	Policies and processes
	Yes/no
	Additional information (if required)

	· do you have:
	
	

	· an overall cyber security strategy?
	
	

	· a cyber security policy?
	
	

	· a cyber security incident response plan?
	
	

	· a cyber security risk register with assigned owners?
	
	

	· supplier risk assessments, if required?
	
	

	· are your policies and processes updated:
	
	

	· at least once a year?
	
	

	· when something changes or something new is introduced to the workplace?
	
	

	· after a cyber incident or a near miss?
	
	

	· when key people leave or join the team?
	
	

	· are your policies and processes compliant with the UK General Data Protection Regulation (GDPR) and, where applicable, other cyber security and data protection legislation?
	
	

	· are your policies and processes approved by [management] or [by the board of directors]?
	
	

	· have you carried out a risk assessment and, where required, data protection impact assessments to identify your cyber security needs?
	
	

	· do you test your systems for vulnerabilities - for example, by performing penetration testing, ethical hacking and vulnerability scanning?
	
	

	· do you have documented data recovery plans which are tested at least once a year?
	
	

	· do you have real-time monitoring of your systems in case of a cyber incident?
	
	

	· do you have a system for logging and reporting on cyber incidents?
	
	

	· do you have an effective incident management process that is regularly tested and includes post-incident reviews and improvement plans?
	
	

	· if staff work away from the office, do you have a homeworking security and bring your own device (BYOD) policy? 
	
	

	· do you have a simple, effective system to enable staff to report concerns (whether working away from the office or in the office)?
	
	

	· do you have a cyber security whistleblowing system?
	
	

	· if necessary, do your contracts (for example, with suppliers) contain cyber security clauses?
	
	

	· [add any other points necessary for your organisation]
	
	



	Cyber security measures
	Yes/no
	Additional information (if required)

	When considering cyber security measures, ask yourself the following questions: 
	
	

	· are email filters in place?
	
	

	· where necessary, do you use encryption?
	
	

	· do you restrict access to privileged information by using privileged access management (PAM)?
	
	

	· are firewalls, anti-virus and anti-spam software installed?
	
	

	· are patches and system upgrades routinely installed?
	
	

	· do you have endpoint detection and response (EDR) software?
	
	

	· are systems and data backed up and is the backup disconnected from the main system on completion of a backup?
	
	

	· are devices and software securely configured? 
	
	

	· do you have guest wifi that is separate from staff wifi?
	
	

	· are employees required to use a virtual private network (VPN) when connecting to public wifi or when working away from the office?
	
	

	· do you keep requests for personal data on your website to an absolute minimum?
	
	

	· do you audit your cyber security and data protection systems?
	
	

	· have you entered into data processing agreements with those who process personal data on your behalf and data sharing agreements with joint controllers?
	
	

	· if required, are data loss prevention (DLP) tools in place?
	
	

	· [add any other points necessary for your organisation]
	
	



	Access to systems and data
	Yes/no
	Additional information (if required)

	· does your policy on passwords:
	
	

	· require that passwords are hard to guess?
	
	

	· stop employees using simple passwords such as 1234, names and birthdays?
	
	

	· require passwords to be changed regularly dependent on risk?
	
	

	· strike a balance between cyber security and what employees can be reasonably expected to remember and manage?
	
	

	· do you use automated password management software?
	
	

	· do you have multi-factor authentication (MFA)?
	
	

	· is there role-based access control in place?
	
	

	· are employees prohibited from:
	
	

	· using company devices for personal use?
	
	

	· using personal devices for company use?
	
	

	· if necessary, are measures in place to ensure physical data is secure – for example:
	
	

	· are visitor logs in use at your premises?
	
	

	· is there an inventory of access devices?
	
	

	· do you have visitor ID protocols in place?
	
	

	· [add any other points necessary for your organisation]
	
	



	Training
	Yes/no
	Additional information (if required)

	· are employees trained in:
	
	

	· your policies and procedures?
	
	

	· how to spot signs of a cyber-attack?
	
	

	· how to report a cyber incident?
	
	

	· is training refreshed:
	
	

	· after a cyber incident or a near miss?
	
	

	· when processes change?
	
	

	· after key people leave the company?
	
	

	· every year or 18 months?
	
	

	· are your senior managers and key staff provided with additional, specialist training?
	
	

	· [if there is any specific training your staff require to complete, such as cyber security certification courses, insert details here]
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